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Scanning results for domain.cz domain

Risk Assessment Level: High

A domain with a high security risk level indicates critical vulnerabilities in SPF, DKIM, and DMARC, posing a severe threat of email impersonation and phishing attacks,

necessitating urgent protocol enhancements.
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Overall detailed results for domain.cz domain

DMARC Invalid

We couldn't find a DMARC record associated with your domain. You need to generate DMARC record to protect your domain against email phishing attacks.
Record value:  Empty record

Q We couldn't locate a valid DMARC record for the domain "_dmarc.domain.cz". Please double-check the domain name or generate a DMARC
record for this domain to enhance email security.

SPF Invalid

We couldn't find an SPF record associated with your domain. You need to generate SPF record to protect your domain against email phishing attacks.

Record value:  Empty record

Q No valid SPF record found for domain.cz domain. Create a valid SPF record for your domain using our SPF generator, ensuring all email-
sending sources are correctly configured for email authentication to guarantee successful email delivery. Analyzing DMARC Aggregate
reports can help achieve this.



DKIM Not Detected Yet

We couldn’t detect a DKIM record for your domain at this time.
Detection typically requires active email traffic and DMARC reports.
To monitor your domain's email authentication status continuously, sign up and enable aggregate reporting.

Record value: DKIM selectors not yet detected

o Why is this showing as “Undetected”?
If your domain is new or hasn’t sent enough email, DKIM detection might take time. Once we receive DMARC aggregate reports, we'll automatically reassess this

status.


https://app.easydmarc.com/register
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